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1 Introduction

The complexity and the automation degree of technological processes are
continuously growing in this modern era. Today, their standards pay close
attention to issues regarding high availability, reliability, safe operation,
and cost efficiency. Thus, every effort to enhance the reliability and robust-
ness of individual components such as sensors, actuators, and controllers
(or computers) is critical. However, a fault free situation can hardly be
guaranteed. Hence, Fault Detection and Isolation (FDI) techniques are crit-
ical to ensure a reliable operation. Although Linear Time Invariant (LTT)
systems form the known well investigated class of dynamic systems, their
FDI methods still need improvements and refinements mostly in complex
networked cases. Such advancements in the FDI methods may utilize the
specialties of the application area of primary importance.

By using the minimum number of sensors placed cleverly, this present
study aims to enrich the existing FDI literature specifically for model based
fault diagnosis methods on networked LTI systems. Despite being limited
to the LTI systems, this special class provides a mathematical framework
to analyse and understand a wide range of phenomena in nature. More-
over, many nonlinearities can be approximated locally with linear models
by defining a suitable domain or equilibrium point [1].

Two main classes of networked LTI systems are addressed in this study:
robot platoons as an important part of modern transportation technologies,
and Heat Exchange Networks (HENSs) as one of the important processes of
industries. The selection of robot platoons and HEN is based on their popu-
larity in representing networked LTI systems over time in many literatures
either in system or control theory. Some small examples where the robot or
vehicle platoons are modelled by LTI systems for the sake of control pur-
poses can be seen in the works of [2} 3| 4, 5]. In the case of HEN, the works
by [6, 7,8, 9] demonstrate the modelling of HEN as LTT system.

1.1 Model based FDI in networked LTI systems

Model based and data driven methods in FDI FDI mainly deals with
monitoring processes to ensure the operation safety of control systems.
There exist many different fault diagnosis techniques. Yet, the important
main categories comprise model based and data driven methods. Data
driven methods rely on data from system operations that are used to train
machine learning (ML) or artificial intelligence (AI) data structures to de-
tect and identify faults. Nowadays, these methods are gaining popularity
because they are easier to implement due to the current development of
digital computing technology. However, their reliability strictly depends
on the availability and quality of the data.

Meanwhile, even though model based methods of FDI emerged in the



early 70s, their performance has been proven in many successful imple-
mentations in the industrial processes. There are many different techniques
and each of them is usually developed for different purposes. Mostly, these
methods are based on dynamic system models. Model based methods of-
ten use models derived from first principles that rely heavily on the knowl-
edge of basic physical and/or chemical principles. Model based fault diag-
nosis methods are also intimate with the modern control theory.

The importance and significance of FDI in networked systems On the
other hand, nowadays, the modern society relies on networks, e.g., com-
puter networks, transportation networks, social networks, electrical net-
works, etc. Although they could comprise simple elements, their large
number and interconnections make them an important subclass of com-
plex systems. As a dynamic system, a network presents many theoretical
challenges during control or diagnosis method design.

Even though there is already abundant literature for fault diagnosis for
networked systems, the number of works related to FDI in networked sys-
tems is advancing slowly compared to the rapid growth of the literature
related to networked systems” complexity and communication techniques
(protocols) development. There are still many various challenges because
some approaches are effective only in handling some specific applications
or faults. Nevertheless, the importance of network technologies in large
scale control systems, as a powerful tool for data transfer, enforces the con-
tinuity of research in studying and developing fault diagnosis techniques
for networked systems to ensure its reliability, availability, and security.

Generally, each subsystem in a networked system is designed with a
specific function to accomplish a common goal in the network. A faultin a
subsystem can propagate to others and will destroy or degrade the perfor-
mance of the overall system. Thus, FDI is highly important to consider in
the networked systems.

The sensor placement problem for FDI in networked systems It is pre-
ferred to install as few sensors as possible in the networked systems for
either physical or financial reasons. On the other hand, there could be
complex topologies in realistic networks (e.g. branching connections and
loops). Thus, by considering the network topology, the sensor placement
problem needs to be examined so that the existence of faults in the subsys-
tems inside the network can be detected and isolated.

1.2 FDI in robot platoons

The importance of FDI in either robot or vehicle platoons can be seen from
the large amount of existing literatures. [10] used parity equations to detect



faulty sensors and actuators. [11]] designed a fault detection technique and
a sliding mode controller to compensate for the detected faults. A fault
classification based on Machine Learning (ML) is also proposed by [12].
After devising an algorithm to detect and isolate the faults, [13] suggested
using the model based approaches for vehicle platoons.

Most of the literature can be grouped into 2 categories. The first cate-
gory is those who prioritize control objectives over fault identification (i.e.,
fault mitigation or the fault is treated as disturbances) such as in [14) |15,
11} 116]. Meanwhile, the second category is those who concentrate on fault
isolation and estimation. This thesis tries to contribute to the second cat-
egory in a networked environment. In this case, compared to the work of
[13] which uses many sensors, and [10] which uses parity equations and
nonlinear observers, model based fault diagnosis approaches that use con-
ventional sensors and Unknown Input Observers (UIOs) are explored. UIO
belongs to the group of linear observers. [17] and [18] have investigated the
use of UIO to detect a faulty agent in the multi agent systems but have not
gone into detail about the sources of the fault. [19] designed a centralized
UIO for fault estimation purposes in a leader-follower linear multi agent
systems. On the other hand, related to those previous works, this thesis
explores how to design a bank of local UIOs in every subsystem to detect
and isolate faulty sensors. Thus, it is more scalable compared to the global
UIO. By considering simultaneous actuator fault and communication fault
in the platoon’s subsystems, actuator fault diagnosis is investigated that
can be decoupled from communication faults.

1.3 FDI in heat exchanger network

Heat exchanger networks are a simple but important class of process sys-
tems. For FDI in process systems, much literature can be found. A num-
ber of possible neural network architectures for FDI in process systems are
studied by [20]. Meanwhile, [21] proposed a hybrid technique by using
the Principal Component Analysis (PCA) and a Bayesian network. A re-
view about data driven methods for fault diagnosis in process systems has
also been done by [22]. In addition, [23] did a literature review about data
driven techniques that have been developed for chemical process systems.
Recently, the interconnections among fault diagnosis, risk assessment, and
abnormal situation management are analysed by [24].

As important as it is, many have researched parameter fault diagnosis
in a heat exchange process, such as [25, 26, 27]. Moreover, the currently
popular data driven methods have been exploited in much literature in
handling parameter fault diagnosis in HEN [28), |29, 30]. However, in terms
of network topology, splitting and joining connections are common to be
found in the HEN. Combined with the sparsity of sensors and considering
that it is not realistic to install sensors at every point or preferred place,



it is important to investigate the sensor placement problem for fault diag-
nosis purposes in HEN. Yet, much literature neither includes the existence
of these branching connections nor the sensor placement problem. Thus,
this thesis tries to contribute by dealing first with investigating the sensor
placement problem in correlation with branching connections” existence in
the HEN. Then, by taking into account the obtained results, the parameter
fault diagnosis using model based approach is explored.

Aside from joining and splitting connections, the existence of loops in
networked LTI systems is also common as part of the network topology.
In the case of HEN, the loop exists for energy or material efficiency and is
a vital component in the control system. In a loop, a fault in a subsystem
can propagate back to the subsystem where the fault first occurred. Here,
fault estimation becomes more challenging as the fault’s amplitude may
become smaller [31]. Much of the literature discusses such problems using
data driven approaches such as [32] and [33]. Therefore, this thesis tries to
contribute to the same problem by proposing a model based approach as
an alternative. Moreover, the approach considers that the proposed method
uses the number of sensors as minimum as possible.

2 Basic notions

Fault modelling A fault is a phenomenon that changes the behaviour of
the technological processes such that it no longer satisfies its original pur-
pose. Generally, a fault induces considerable deviation from the normal
behaviour of a system that is caused by some unexpected events [34] and it
can be categorized into [35]:

1. Actuator faults (f,): these faults cause changes in the actuator’s be-
haviour.

2. Sensor faults (fs): these faults directly affect the system’s measure-
ment.

3. Process faults (fy): these faults directly affect the system’s dynamic,
for example a drastic change in system’s parameter (parameter faults).

Consider the LTI systems with general state space representation as fol-
lows:

x=Ax+Bu , x(t) = xo

1
y=Cx+Du M)

where x is the system’s state, u is the system’s input, and y is the system’s
measurement (output). A, B, C, and D are matrices with appropriate di-
mension.



Then, the actuator and sensor faults can be modelled by incorporating
them into the general model in Eq (1) as:

x=Ax+B(u+ fa)

_ ()
y=Cx+Du+f,

Meanwhile, the parameter faults are modelled by changing the related
matrix in the LTT model because they change the system’s dynamic:

x:Afx+Bfu

3
y=Cx+ Du ©)

where Ay and By are matrices containing the changed parameters because
of the faults.

Now, consider N interconnected subsystems by which the states of each
subsystem in the network are also affected by the states of its neighbouring
subsystems [36]] as follows:

20 — AW 0) 4 B () & 10D

y() = cx) 4 D)y () @
where j = 1,2,3, ..., N represents the jth subsystem and i () is the intercon-
nection input which comes from the neighbouring subsystem’s outputs.
1U) is an interconnection matrix with appropriate dimension.

By assuming static linear interconnections, the interconnection input
i() can be generally written as:

i) — L0y ®) )

where LUY is called the adjacency matrix containing the relations between
output measurements from the kth subsystem being connected as intercon-
nection inputs to the jth subsystem.

Then, in the case of networked LTI systems subjected to actuator fault,
sensor fault, and parameter fault, the dynamics of the jth subsystem can be
written as:

() — AJ(J)x(f) + B}f)(u(j) + Y 4 10 (0) 4 510D

y D = OO 4 (9 4 D(u+ £7) ©
where i) is a term that describes the propagation of faults from other
subsystems through the network.

Throughout this research, the fault is assumed to be an unknown vector
that has zero value in fault free condition and it is a deterministic time
function.



Fault detection, isolation, and estimation Here, some definitions and
models related to the fault diagnosis process are presented [34, 35,37:

1. Fault detection: a binary decision about either there are some pres-
ences of any fault or the absence of all faults.

2. Fault isolation: the process to determine the occurrence location of
the faults.

3. Weak fault isolation: fault isolation process where the faults are as-
sumed to happen one at a time (no simultaneous faults).

4. Fault estimation: the process to determine the magnitude of the faults
based on the available measurements.

Fault detection Consider a residual generator for system in Eq @) that
has the following model:

_ 7)
r = C;z+ Dyu+ Dyyy

where z is the residual generator’s states and r is the residual signal (or
residues). A;, Bz, Bzy, C;, Dy, and Dy, are matrices with appropriate di-
mensions.

By taking the previous fault diagnosis definitions, the fault detection
problem can be redefined as follows [35, [37]: given a system as in Eq (),
design a residual generator as in Eq (7) such that:

1. In the absence of fault (both f, = 0 and f; = 0), the residues should
be asymptotically decays to zero (lim;_,. ¥ = 0).

2. The residues r should be affected by the fault (i.e. if f, Z0V fs # 0,
then lim; ., r # 0).

Fault isolation In case of fault isolation, a bank of residual generators is
designed in such a way that each residues is only affected by a specific
fault [34} 35, 37]. Thus, by observing the produced residues, the fault can
be isolated.

Fault estimation Fault estimation represents the next enhancement and
is mostly done after the fault has been isolated. It is a challenging problem
and some methods usually can only be applied to some specific type of
faults [34, 35, 37]]. Generally, the steady state value of the fault signal can be
estimated and the estimation problem in case of a constant fault is formu-
lated as follows: obtain the fault estimate f such that lim; o || f — f|| = 0.



By assuming that the fault can be modelled as a constant signal, a com-
mon fault estimation method is to consider the fault as an additional state
so that an observer can be designed to estimate it. The system model that is
augmented by the fault is called an extended state space model and it can
be written in the following general form:

13- 0 510
-tc af]

where f is the considered fault, 0 is the zero matrix, F; is the fault distribu-
tion matrix with respect to system’s states, and F, is the fault distribution
matrix with respect to system’s measurements.

(8)

3 The aims of the research

The aim of this research is to develop model based fault diagnosis methods
for networked LTI systems, specifically robot platoons and heat exchange
networks. The following goals are set:

1. To develop networked LTI system models that can meet the objectives
of fault detection, isolation, and estimation purposes.

As robot platoons and heat exchange networks are two important
classes of networked systems, many previous works discuss their dy-
namical modelling. However, based on them, this study aims to con-
struct suitable models that can be used for fault diagnosis. To do this,
after the fault has been modelled (i.e. sensor fault, actuator fault, or
parameter fault), a dynamical system model of the networked LTI
systems will be constructed that includes the fault’s model. This
problem is challenging because, in addition to the model of the fault
being included, the network’s model should also be able to capture
the fault’s effect propagation from one subsystem to the others.

2. To solve the sensor placement problem that is necessary for fault di-
agnosis in the networked LTT systems.

The sensor placement problem is the problem of selecting measure-
ment variables (i.e. where to install sensors) to maximize some objec-
tives while satisfying various design constraints. Here, the objective
is that every possible fault should be able to be detected and isolated.
Meanwhile, the constraints are related to physical and financial rea-
sons, i.e., the number of sensors used is as minimum as possible and
they are installed at realistic places, for example at the end of connec-
tions. This problem is challenging because, as the fault can propagate



to the other subsystems, the source of the fault should still be able to
be localized. Furthermore, as parameter fault is considered, suitable
approaches that are independent of parameters should be explored.
It should be noted that, by allowing sensors to be put only at some
specific points, unmeasurable states will emerge.

3. To investigate the effect of network topology on fault diagnosis in
networked LTI systems using the model based approach.

This study also investigates the relationship between network topol-
ogy and fault diagnosis by using the model based approaches. To
make it similar to the real world environment, the features that are
considered in the network topology are splitting connections, joining
connections, and loops. This problem is challenging because, com-
bined with the previously mentioned sensor placement problem, the
presence of unmeasurable states could make the fault effect propaga-
tion difficult to track.

4 New scientific results

The new scientific results presented in this thesis are summarised in the
following thesis points. For each thesis point, the corresponding author’s
publications are also listed.

4.1 ThesisI

The corresponding publications are [|[A1|] and [A2].

In this thesis, a model based actuator and sensor fault diagnosis method
for robot platoons that move in a leader-follower scheme is proposed. As a
networked system with distributed control, the states of each robot are af-
fected by the states of its preceding robot. Thus, to achieve reliable platoon
control, network communication can be applied for the sake of information
transmission. The sensor and actuator fault diagnosis method is studied
separately because of their different goals. For actuator fault diagnosis, the
goals are to detect, isolate, and estimate the fault. Meanwhile, for sensor
fault diagnosis, the faulty sensor’s detection and isolation are the goals.
The considered sensors include a GPS-based sensor, a wheel-mounted ve-
locity sensor, and a radar sensor for inter-vehicle distance measurement.
No sensor fault is assumed in studying the actuator fault diagnosis and
vice versa.

Sensor fault diagnosis related research results:

1. A model for robot platoons with network communication was pro-
posed that can capture the effect of sensor fault propagation in the
networked systems.



2. By using the networked system model as the basis, a bank of dis-
tributed Unknown Input Observers (UIO)s as residual generators was
designed that isolate the faulty sensor in each robot.

3. A threshold computation was also proposed to prevent false alarms
in the presence of measurement noise when there are no faulty sen-
SOrS.

4. The extension of the UIO-based sensor fault isolation method for a
more general class of networked LTI systems is also presented.

Actuator fault diagnosis related research results:

1. By exploiting the measurement redundancy, a filtering technique is
proposed to eliminate the need for network communication so that
the actuator fault and the communication fault can be decoupled from
each other.

2. By using the filter, the model without network communication was
derived that shows similar behaviour to the original model with net-
work communication.

3. Based on the model without network communication, a PI observer
was designed to estimate the magnitude of the actuator fault.

4. Two estimation filter gain design methods were examined. The pole
placement design method results in a rapid fault estimation process
but the measurement noise still influences the estimation result. Mean-
while, by using the Linear Quadratic Estimator (LQE), the measure-
ment noise is eliminated but the estimation process needs a much
longer time.

4.2 Thesis II

The corresponding publications are [|[A3|] and [A4].

In this thesis, model based methods are proposed for fault detection,
isolation, and estimation in heat exchange networks where the considered
fault is the parameter change in the heat transfer coefficient that describes
the effect of environmental temperature on the temperatures inside the heat
exchange networks. In addition, the proposed model of the heat exchange
networks includes splitting and joining connections that are common in
real world applications.

The results of this research are:

1. By using Signed Directed Graph (SDG) to investigate the structural
observability in solving the sensor placement problem, it is found that



¢ For splitting connections, it is enough to put sensors only at the
end of each element after the split to detect, isolate, and estimate
the fault that happens either before or after the split.

¢ For joining connections, it is necessary to put sensors at the end
of each element both before and after the joint to detect, iso-
late, and estimate the fault that happens either before or after
the joint.

e If the fault happens only at a certain location along the length
of a specific tube, then putting a sensor only at the end of the
considered tube is enough to detect and estimate the fault.

2. In the splitting connections, a bank of linear observers can detect and
isolate whether the fault happens before or after the split.

3. As the parameter fault induces bilinear fault input terms in the model,
a bank of nonlinear observers that is based on the parameter adapta-
tion can estimate it.

4. By using sensitivity analysis, it is found that fault isolation can hardly
be performed in the case of a single parameter fault in a certain loca-
tion in a specific tube.

4.3 Thesis III

The corresponding publication is [A5]].

In this thesis, a model based fault diagnosis method is proposed for the
networked linear heat exchange systems that contain splitting and joining
connections, and also loops. The considered fault enters into the subsystem
as an additive linear input term.

The results of this research are:

1. By using steady state value analysis, a fault isolation algorithm re-
quiring two sensors is proposed that can localize the fault in the loops
inside the network.

2. After the fault has been isolated, a PI observer is proposed to estimate
the magnitude of the fault.

3. The proposed method has good robustness against the heat transfer
coefficient parameter uncertainty that is hard to estimate in practice.

4. The proposed method can also isolate and correctly estimate incipient
faults (slowly developing faults).
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5 Suggestions for future works

Here, possible future works for each thesis point are presented:

For Thesis I, there is a possibility to explore other approaches to deal
with the diagnosis of the communication faults in the network. In ad-
dition, the research results can further be used for designing a fault
tolerant controller for such systems. Lastly, in this present study, ac-
tuator fault and sensor fault diagnosis are studied separately (i.e. no
sensor fault is assumed during the actuator fault diagnosis study and
vice versa). Thus, a further study to simultaneously integrate them
can be considered.

For Thesis 1I, it is shown that parameter fault at a certain location
along the length of a tube in an element of heat exchange networks
is hard to isolate. This leads to possible future work in finding other
approaches to tackle this problem.

For Thesis III, further studies can be carried out to generalize the pro-
posed method to Multiple Input Multiple Output (MIMO) systems.

MTMT profile:
https://m2.mtmt .hu/gui2/7type=authors&mode=browse&sel=10079504

The author’s publications
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[A4]

[A5]

W. Kurniawan and L. Marton. “Sensor Faults Isolation in Networked
Control Systems: Application to Mobile Robot Platoons”. In: Sensors
21.20 (2021), p. 6702.

W. Kurniawan and L. Marton. “Actuator fault estimation in robot
platoons”. In: Proceedings of the 11th International Conference on Sys-
tems and Control. 2023, pp. 858-863.

W. Kurniawan, K. M. Hangos, and L. Mérton. “Parameter fault di-
agnosis in heat exchange networks with distributed time delay”. In:
IFAC-PapersOnLine 55.18 (2022), pp. 39-44.

W. Kurniawan, K. M. Hangos, and L. Marton. “Parameter fault es-
timation in distributed heating/cooling systems”. In: Proceedings of
the 7th International Conference on Sustainable Information Engineering
and Technology. 2022, pp. 111-118.

W. Kurniawan, K. M. Hangos, and L. Méarton. “Fault Isolation and
Estimation in Networks of Linear Process Systems”. In: Entropy 25.6
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